APPENDIX A: CHECKLIST — COMPLIANCE WITH THE CODE

Please tick to indicate Y = YES, P = PARTIAL, N ©N

Ref:

Adherence to the Standard Y

1

Scope of Internal Audit

11

Terms of Reference

111

Do terms of reference:
(a) Establish the responsibilities and objectives of \
Internal Audit?
(b) Establish the organisational independence of latenm/
Audit?
(c) Establish the accountability, reporting lines and |
relationships between the Head of Internal Audd:an
» Those charged with governance?
* Those parties to whom the Head of Internal
Audit may report?

(d) Recognise that Internal Audit’s remit extends ® th
entire control environment of the organisation? v
(e) Identify Internal Audit’s contribution to the rewieof

the effectiveness of the control environment?
(N Require and enable the Head of Internal Audit to v

deliver an annual audit opinion?

(9) Define the role of Internal Audit in any fraud-red
or consultancy work (see also 1.3,2)? v
(h) Explain how Internal Audit’s resource requirements
will be assessed? v
(i) Establish Internal Audit’s right of access to all
records, assets, personnel and premises, includin ;\/
those of partner organisations, and its authooity t
obtain such information and explanations as it v
considers necessary to fulfil its responsibilities?

1.1.2

Does the Head of Internal Audit advise tlgaorsation on |
the content and the need for subsequent reviehedierms
of reference?

1.1.3

Have the terms of reference been formallyama by the |V
organisation?

1.14

Are terms of reference regularly reviewed? \

1.2

Scope of Work

1.2.1

Are the organisation’s assurance, risk managé N
arrangements and monitoring mechanisms taken atouzat
when determining Internal Audit’'s work and wherto#f
should be concentrated?

1.2.3

Where services are provided in partnershiptie Head of |
Internal Audit identified:

* How assurance will be sought?

» Agreed access rights where appropriate?




1.3 Other Work
1.3.1 | Where Internal Audit undertakes consultam@y/ar fraud
and corruption work, does it have the:
» Skills, and
* Resources
To do this?
1.3.2 | Do the terms of reference define Internalifsidole in:
* Fraud and corruption?
» Consultancy work?
1.4 Fraud and Corruption
1.4.1 | Has the Head of Internal Audit made arrangesyevithin
the organisation’s anti-fraud and anti-corruptiatiges, to
be notified of all suspected or detected fraudiuggiron or
impropriety?
2. Independence
2.1 Principles of Independence
2.1.1 | Is Internal Audit:
* Independent of the activities it audits?
* Free from any non-audit (operational) duties)
2.1.2 | Where internal audit staff have been conduwteing
system, policy or procedure development, are theglpded
from reviewing and making comments during routine o
future audits?
2.2 Organisational Independence
2.2.1 | Does the status of Internal Audit allow idEmonstrate
independence?
2.2.2 | Does the Head of Internal Audit have direciess to:
» Officers?
* Members?
2.2.3 | Is there an assessment that the budgettiynal Audit is
adequate?
Does any budget delegated to service areas ermire t
* Internal Audit adherence to the code is not
compromised?
* The scope of Internal Audit is not affected?
* Internal Audit can continue to provide assurance f
the Statement on Internal Control — Annual
Governance Statement?
2.3 Status of the Head of Internal Audit
2.3.1 | Is the Head of Internal Audit managed by aimer of the
corporate management team?
2.4 Independence of Internal audit Contractors
2.4.1 | Does the planning process recognise andetpadtéential
conflicts of interest where contractors also preuidn-
internal audit services?
2.5 Declaration of Interest
2.5.1 | Does audit staff make formal declarationst&rest?
2.5.2 | Does the planning process take account afebkarations of]




interest registered by staff?

3 Ethics for Internal Auditors

3.1 Purpose

3.1.1 | Does the Head of Internal Audit regularly iearstaff of N
their ethical responsibilities?

3.2 Integrity

3.2.1 | Has the internal audit team established ama@mment of N
trust and confidence?

3.2.2 | Does internal auditor’s demonstrate integdritgil aspects of| ¥
their work?

3.3 Objectivity

3.3.1 | Areinternal auditors perceived as beingaihje and free |
from conflicts of interest?

3.3.2 | Is atime period set by the Head of Intemadit for staff N
where they do not undertake any audit in an arezewvthey
have had previous operational roles?

3.3.3 | Are staff rotated on regular / annually aedii@dreas? N

3.4 Competence

3.4.1 | Does the Head of Internal Audit ensure tteff bave N
sufficient knowledge of:

* The organisation’s aims objectives, risks and
governance arrangements?

* The purpose, risks and issues of the service areas?

» The scope of each audit assignment?

* Relevant legislation and other regulatory
arrangements that relate to the audit?

3.5 Confidentiality

3.5.1 | Does internal audit staff understand theligakions in N
respect to confidentiality?

4 Audit Committees

4.1 Purpose of the Audit Committee

4.1.1 | Does the organisation have an independeittGardmittee? | v

4.2 Internal Audit’s Relationship with the Audit Commit tee

4.2.1 | Is there an effective working relationshipasen the audit | v
committee and Internal Audit?

4.2.2 | Does the committee approve the internal aiditegy and | v
monitor progress?

4.2.3 | Does the committee approve the annual intexrdit plan N
and monitor progress?

4.2.4 | Does the Head of Internal Audit:

* Attend the committee and contribute to its agenda?\/

» Participate in the committee’s review of its owmre
and effectiveness?

» Ensure that the committee receives and understar
documents that describe how Internal Audit wilffiful
its objectives?

* Report on the outcomes of internal audit work & th
committee?

N

» Establish if anything arising from the work of the
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committee requires consideration of changes to th
audit plan, or vice versa?

* Present the annual internal audit report to the
committee?

4.2.5 | Is there the opportunity for the Head of in& Audit to
meet privately with the audit committee?
5 Relationships
5.1 Principles of Good Relationships
5.1.1 | Isthere a protocol that defines the workelgtionships for
Internal Audit with:
* Management?
» Other Internal Auditors? v
» External Auditors? v
* Other regulators and inspectors? V
» Elected Members?
5.2 Relationships with Management
5.2.1 | Does the Head of Internal Audit seek to naameffective
relationships between internal auditors and mars&ger
5.2.2 | Is the timing of audit work planned in corgtian with
management?
5.3 Relationships with Other Internal Auditors
5.3.1 | Do arrangements exist with other internaltausi that N
include joint working, access to working paperspestive
roles and confidentiality?
5.4 Relationships with External Auditors
5.4.1 | Is it possible for Internal Audit and ExtdrAadit to rely on
each other’s work?
5.4.2 | Are there regular meetings between the Héadernal
Audit and the External Audit Manager?
5.4.3 | Are the internal and external audit plan®hnated? \
5.5 Relationships with Other Regulators and Inspectors
5.5.1 | Has the Head of Internal Audit sought toldsth a dialogue N
with the regulatory and inspection agencies thatract with
the organisation?
5.6 Relationships with Elected Members
5.6.1 | Do the terms of reference for Internal Autdifine the
channels of communication with members and destwve
such relationships should operate?
5.6.2 | Does the head of Internal Audit maintain gadking
relationships with members?
6 Staffing, Training and Continuing Professional
Development
6.1 Staffing Internal Audit
6.1.1 | Is Internal Audit appropriately staffed (nwerdy grades, N
qualifications, personal attributes and experienceachieve
its objectives and comply with these standards?
6.1.2 | Does the Head of Internal Audit have acaesppropriate

resources where the necessary skills and expartseot
available within the internal audit team?




6.1.3

Is the Head of Internal Audit professionglalified and
experienced?

6.1.4

Does the Head of Internal Audit have wideegignce of
internal audit and management?

6.1.5

* Do all internal audit staff have up-to-date job
descriptions?

* Are there person specifications that define the
required qualifications, competencies, skills,
experience and personal attributes for internaitauc
staff?

6.2

Training and Continuing Professional Development

6.2.1

* Has the Head of Internal Audit defined the skilisla
competencies for each level of auditor?

* Are individual auditors periodically assessed agjair]
these predetermined skills and competencies?

» Are training or development needs identified and
included in an appropriate ongoing development
programme?

» Is the development programme recorded, regularly
reviewed and monitored?

6.2.2

Do individual auditors maintain a recordludit professiona
training and development activities?

Audit Strategy and Planning

7.1

Audit Strategy

7.1.1

* Is there an internal audit strategy for deliverihg
service?

* s it kept up to date with the organisation and its
changing priorities?

<

7.1.2

Does the strategy include:

* Internal Audit objectives and outcomes?

* How the Head of Internal Audit will form and
evidence his/her opinion on the control environrfle

* How Internal Audit’s work will identify and address
local and national issues and risks?

* How the service will be provided, i.e. internally?

* The resources and skills required to deliver the
strategy?

n
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7.1.3

Has the strategy been approved by the Auati@ittee

2|

7.2

Audit Planning

7.2.1

Is there a risk-based plan that is informgthle
organisation’s risk management, performance managem
and other assurance processes?

1.2.2

Where the risk management process is ngtdeVeloped or
reliable, does the head of Internal Audit undertiaiséher
own risk assessment process?

7.2.3

Are stakeholders consulted on the audit plan?

7.2.4

Does the plan demonstrate a clear undersiguadithe
organisation’s functions?

7.2.5

Does the plan:




» Cover a fixed period of no longer than one year?
* OQutline the assignments to be carried out?

* Prioritise assignments?

» Estimate the resources required?

» Differentiate between assurance and other work?
» Allow a degree of flexibility?
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7.2.6 | If there is an imbalance between the resswaeailable and
resources needed to deliver the plan, is the aodimittee
informed of proposed solutions?

7.2.7 | Has the plan been approved by the audit ctteefi N
7.2.8 | If significant matters arise that jeopardisedelivery of the |
plan, are these addressed and reported to the audit

committee?

8 Undertaking Audit Work

8.1 Planning

8.1.1 * Is a brief prepared for each audit? \

» Is the brief discussed and agreed with the relevan v
managers?

8.1.2 | Does the brief set out:

+ Objectives? \
e Scope? v
e Timing? v
* Resources? v
* Reporting arrangements? v

8.2 Approach

8.2.1 | Is arisk-based audit approach used? N

8.2.2 | Does the audit approach show when manageshentd be |
informed of interim findings where key (seriougjuss have
arisen?

8.2.3 | Does the audit approach include a qualitiereyrocess for | v
each audit?

8.3 Recording Audit Assignments

8.3.1 | Has the Head of Internal Audit defined ad#ad for audit | v
documentation and working papers?

8.3.2 | Do quality reviews ensure that the definatidard is N
followed consistently for all audit work?

8.3.3 | Are working papers such that an experiencéi@ can
easily:

» ldentify the work that has been performed? \
* Re-perform it if necessary? v
» See how the work supports the conclusions reach ad’?

8.3.4 | Is there a defined policy for the retentibalbaudit
documentation, both paper and electronic?

8.3.5 | Do all retention and access policies confurmppropriate | v
legislation, i.e. Data Protection?

8.3.6 | Is there an access policy for audit files mwbrds?

9 Due Professional Care

9.1 Responsibilities of the Individual Auditor




9.1.1 | Are there documents that set out the reqe@néson all audit
staff in terms of:

» Being fair and not allowing prejudice or bias to \
override objectivity?

» Declaring interests that could be perceived to be v
conflicting or could potentially lead to conflict?

* Receiving and giving gifts and hospitality from v
employees, clients, suppliers or third parties?

» Using all reasonable care in obtaining sufficient, v
relevant and reliable evidence on which to base
conclusions?

* Being alert to the possibility of intentional v
wrongdoing, errors or omissions, poor value for
money, failure to comply with management policy jor
conflict of interest?

» Having sufficient knowledge to identify indicators v
that fraud or corruption may have been committed?

* Disclosing all material facts known to them whidh, N
not disclosed, could distort their reports or cahice
unlawful practice? J

* Disclosing any non-compliance with these standards?

* Not using information they gain in the course dith N
duties for personal use?

9.2 Responsibilities of the head of Internal Audit

9.2.1 | Has the Head of Internal Audit establishedoaitoring and |
review programme to ensure that due professionalisa
achieved and maintained?

9.2.2 | Are there systems in place for individualitard to disclose |
any suspicions of fraud, corruption or improperchaet?

10 Reporting

10.1 | Principles of Reporting

10.1.1] Is an opinion on the control environment and risgasure | v
given in each audit report?

10.1.2| Has the Head of Internal Audit determined the wawhich | v
Internal Audit will report?

10.1.3| Has the Head of Internal Audit set out the stansiéod N
internal audit reporting?

10.1.4| Are there laid-down timescales for reports to Iseiésl? \

10.2 | Reporting on audit Work

10.2.1| Do the reporting standards include:

« Format of the report? \

* Quality assurance of reports? v

* The need to state the scope and purpose of th@aucﬁ

* The requirement to give an opinion?

* Process for agreeing reports with the recipient? v

* An action plan or record of points arising from the v
audit and, where appropriate, of agreements reached

with management together with appropriate




timescales?

10.2.2| Does the audit reporting process include discusaih N
agreement of reports?

10.2.3| Has the Head of Internal Audit determined a proéesss N
prioritising recommendations according to risks?

10.2.4| Are areas of disagreement recorded appropriately? N

10.2.5| Are those weaknesses giving rise to significadsritiat are | v
not agreed drawn to the attention of senior managém

10.2.6| Is the circulation of each audit report determindabn N
preparing the brief?

10.2.7| Does the reporting process include details of ttaan of N
that particular audit report?
Is this included in the brief for each individuaidit? \

10.2.8| Does the Head of Internal Audit have mechanisngddne to
ensure that:

 Recommendations that have a wider impact are \
reported to the appropriate forums?

» Risk registers are updated? v

10.3 | Follow-up Audits and Reporting

10.3.1| Has the Head of Internal Audit defined the needafud the |
form of any follow-up action?

10.3.2| Has the Head of Internal Audit established appederi N
escalation procedures for internal audit recommigom& not
implemented by the agreed date?

10.3.3| Where appropriate, is a revised opinion given felig a N
follow-up audit and reported to management?

10.3.4/ Are the findings of audits and follow-ups usedrfoim the | v
planning of future audit work?

10.4 | Annual Reporting and Presentation of Audit Opinion

10.4.1| Does the Head of Internal Audit provide an annepbrtto | v
support the Statement of Internal Control / Annual
Governance Statement?

10.4.2| Does the Head of Internal Audit’s annual report:

* Include an opinion on the overall adequacy and \
effectiveness of the organisation’s control
environment?

» Disclose any qualifications to that opinion, togath v

with the reasons for the qualifications?

* Present as summary of the audit work from which
opinion was derived, including reliance placed on
work by other assurance bodies?

» Draw attention to any issues the Head of Internal
Audit judges particularly relevant to the preparati
of the opinion?

* Compare the actual work undertaken with the plan
work and summarise the performance of the interrn

the

n\éd

al

audit function against its performance measures and

targets?

\/

 Comment on compliance with the standards of the




Code?
» Communicate the results of the internal audit qual
assurance programme?

10.4.3

Has the Head of Internal Audit made provision faerim
reporting to the organisation during the year?

11

Performance, Quality and Effectiveness

11.1

Principles of Performance, Quality and Effectivenes

11.1.1

Is there an audit manual?

11.1.2

Does the audit manual provide guidance on:
» Carrying out day to day audit work?
» Complying with the Code?

11.1.3

Is the audit manual reviewed regularly and updataeflect
changes in working practices and standards?
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11.1.4

Does the Head of Internal Audit have arrangemengdace
to assess the performance and effectiveness of:

* Each individual audit?

* The internal audit service as a whole?

11.2

Quality Assurance of Audit Work

11.2.1

Does the Head of Internal Audit have a processaoegnto
ensure that the work is allocated to auditors wéneetthe
appropriate skills, experience and competence?

11.2.2

Does the Head of Internal Audit have a procesdaoepto
ensure that all staff are supervised appropriatelyughout
all audits?

11.2.3

Does the supervisory process cover:
* Monitoring progress?
» Assessing quality of audit work/
» Coaching staff?
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11.3

Performance and Effectiveness of the Internal Audit
Service

11.3.1

Does the Head of Internal Audit have a performance
management and quality assurance programme inplace

11.3.2

Does the performance management and quality agsuran
framework include as a minimum:
* A comprehensive set of targets to measure
performance?

* User feedback obtained for each individual audit an

periodically for the whole service?
» A periodic review of the service against the stygte

and the achievement of its aims and objectives, the

results of which are used to inform the future
strategy?

* Internal quality reviews to be undertaken periolticg
to ensure compliance with this Code and the audit]
manual?

* An action plan to implement improvements?

11.3.3

Does the Head of Internal Audit compare the peréorce
and the effectiveness of the service over timégiims of

both the achievements of targets and the qualitiief




service provided to the user?

11.34

Do the results of the performance management aalityju
assurance programme evidence that the internd semdice
is:

* Is meeting its aims and objectives?

» Compliant with the Code?

* Meeting internal quality standards?

» Effective, efficient, continuously improving?

* Adding value and assisting the organisation in

achieving its objectives?

11.3.5

Does the Head of Internal Audit report on the rssof the
performance management and quality assurance pnogga
in the annual audit report?

11.3.6

Does the Head of Internal Audit provide evidenaarfthis or
her review of the performance and quality of therinal
audit service to the organisation for considerasismpart of
the annual review of the effectiveness of the systé
internal audit?




